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market. This can be very time consuming and stressful to complete. To provide

a more efficient and affordable ATO journey, InfusionPoints developed XBU40. Founded in 2007

We want to see you reach your business goals and launch your solution into HUBZone Small Business Concern

the federal market. XBU40 makes this possible by providing the environment Veteran Owned Small Business
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Determine Your Cloud Environment Needs
with InfusionPoints

Deploy a Pre-Configured Environment with
Built in Security Controls

Integrate Your Service into the Secure and
Compliant Environment

Develop Your FedRAMP ATO Package and
support the Audit process

VNSO0C360° Continuous Monitoring and
Managed Detection & Response
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Your Solution + XBU40 = Audit Ready

InfusionPoints is 100% dedicated to making your cloud offering audit ready. In our experience with FedRAMP, controls implementation and
documentation is one area where you, as the cloud service provider, can save a lot of time. The XBU40 solution and architecture takes all
applicable compliance controls into consideration and sets your organization up to have a minimal number of tasks to complete to be audit
ready. InfusionPoints provides a full suite of consulting practices to infuse security into the cloud offering through solution design, development,
deployment, operations, and maintenance.

A Secure, Compliant, Expandable, and Affordable Cloud Environment

Your new cloud environment will be tailored specifically to your needs affordably without sacrificing compliance and security. All access,
boundaries, components, and compliance requirements are monitored and managed to provide a perfectly configured cloud environment
leveraging FIPS 140-2 encryption and hardening techniques that meet FedRAMP standards. Your environment can be configured to
accommodate growth and adjusted to meet organizational needs to align with business goals and keep the most efficient environment possible
for your cloud solution.

Documentation, Policies, and Procedures

Your organization not only receives a compliant environment packed with compliant security operations, but you also benefit from our FedRAMP
experts providing and guiding you through documentation development necessary for your audit and market outreach. This includes the System
Security Plan (SSP) and the thirteen FedRAMP attachments necessary to complete in order to be audit ready. It also includes developing
compliant policies and procedures that keep your organization operating efficiently while maximizing your compliance efforts.
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Security Operations with VNSOC360
@®»XBU40 comes with the security and continuous monitoring of our Virtual Security Operations
"N s 0 c 3 6 0 Center (VNSOC360°) which makes it the perfect all-in-one solution to house your cloud offering.
: \ _ InfusionPoints leveraged its cloud development, compliance, and security operations services to
Virtual Network Security Operations Center  ¢reate the most customer-focused and user-friendly solution to help customers achieve their ATO.
InfusionPoints’ XBU40, with Managed Cloud Services and VNSOC360° security monitoring service, provides real-time, security event analysis

and response across your security and critical infrastructure 24 hours a day, 7 days a week, 365 days a year, staffed by U.S. Citizen on U.S Soil.
Other benefits include:

Monitor and control all boundaries that protects your information systems from malicious activity

Boundary Protection Control and monitor all communications within the system boundary

Managed Active Directory (AD) and Active Directory Federated Services (ADFS)

Multi-Factor Authentication

XBU40 includes pre-defined roles with separation of duties

Remote access is handled with AWS Workspaces. Access is tracked with AWS Session Manager
SAML 2.0 integration for Personal Identity Verification (PIV) and Common Access Cards (CAC)

Identity & Access
Management

Utilize Security Information & Event Management (SIEM) services
Detect and Respond to threats 24x7x365

Integrate Graylog SIEM in the customer’s environment

XDR Services with Trend Micro

Managed Detection &
Response

Static code scanning tools for many of the popular programming languages
Dynamic Scanning tool leveraging Burp Suite
Operating System Vulnerability Scanning tools leveraging Nessus and AWS Inspector

Continuous Monitoring
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Cl/CD Pipeline Ready
Prebuilt Harden Images and Containers
Container scanning

DevOps
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